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Warning: Nudity 
talk shows unmodified scanner images  
to demonstrate the privacy implications 

of full body scanning
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Radiological Safety?
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Privacy?

Contraband 
Detection?

Radiological Safety?

“ …  T H E  D O S E  T O  T H E  S K I N  M AY  B E  D A N G E R O U S LY  H I G H . ”



T S A  R E S P O N S E
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A C Q U I S I T I O N
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O U R  C O N T R I B U T I O N :  T H E  FA C T S

1. Is the Secure 1000 radiologically safe? 

2. What privacy safeguards exist? 

3. How effective is it at detecting contraband?
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Cyberphysical systems use software!
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Photoelectric Effect

Incoming Photon

Electron

Photoelectron
Incoming Photon

Electron

Recoil electron

Scattered Photon

Compton Scattering

Low energy X-ray: 50 KeV at 5 mA
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Photoelectric Effect

Incoming Photon

Electron

Photoelectron
Incoming Photon

Electron

Recoil electron

Scattered Photon

Compton Scattering

Dominant effect depends on material’s 
“effective atomic number”
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F I G U R E  A D A P T E D  F R O M  U . S .  PA T E N T  8 , 1 9 9 , 9 9 6  
R .  H U G H E S ,  J U N E  2 0 1 2
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• Head assembly 
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I M A G E  P R O D U C T I O N

14



O U R  R E S U LT S
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R A D I AT I O N  S A F E T Y
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R A D I AT I O N  S A F E T Y

• X-ray energy: 50 KeV at 5 mA 

• Dose per scan: 70-80 nSv 

• ~24 minutes of background 
exposure 

• Similar results by AAPM (2013)
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C Y B E R P H Y S I C A L  R A D I AT I O N  S A F E T Y

• Safety controls on radiological output 

• Not security controls! 

• Simple, modular design 

• Cannot over-irradiate scan subject without ROM 
replacement
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O P E R AT O R  S O F T W A R E



C O N S O L E  M A LW A R E
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“Secret knock” Visible light X-ray
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“Secret knock” Visible light X-ray

Operator’s View



H A N D S - O F F  AT TA C K S
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A D V E R S A R I A L  P H Y S I C S
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F I R E A R M S

• Subject is carrying 
a .380 ACP pistol
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F I R E A R M S

• Subject is carrying 
a .380 ACP pistol
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F O L D I N G  K N I F E

• Subject is carrying a 
folding knife
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F O L D I N G  K N I F E

• Subject is carrying a 
folding knife
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P L A S T I C  E X P L O S I V E S
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Q U O T E :  H T T P : / / A B C N E W S . G O . C O M / B L O G S / P O L I T I C S / 2 0 1 3 / 0 8 / O U T G O I N G - D H S - S E C R E TA R Y- J A N E T-
N A P O L I TA N O - W A R N S - O F - S E R I O U S - C Y B E R - A T TA C K U N P R E C E D E N T E D - N A T U R A L - D I S A S T E R /

http://abcnews.go.com/blogs/politics/2013/08/outgoing-dhs-secretary-janet-napolitano-warns-of-serious-cyber-attackunprecedented-natural-disaster/
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Plastic!
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P L A S T I C  E X P L O S I V E S

No contraband

vs.

Subject carrying  
200+ g of C-4 
simulant
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E F F I C A C Y  R E S U LT S

• Our results imply adversaries can conceal: 

• Knives 

• Firearms 

• Plastic Explosive & Detonators 

• Access to Secure 1000 allows attack 
refinement
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D I S C U S S I O N  A N D  
L E S S O N S
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P O L I C Y  I M P L I C AT I O N S

• Secure 1000 used at airports despite major 
flaws 

• Either TSA didn’t know (inadequate testing) or didn’t act 

• Critical security infrastructure needs 
independent, rigorous, transparent testing 

• Including cyberphysical security testing! 

• Apply adaptive adversarial thinking
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Incoming Photon

Electron

Recoil 
electron

Scattered 
Photon

L E S S O N S  F O R  D E V E L O P E R S

• Simple, modular design 

• Remote malicious X-ray emittance not possible in 
Secure 1000 

• Physics matters 

• But only if software is safe! 

• Compromised software -> complete security failure
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• Disclosed results to DHS and Rapiscan  
in May 2014 

• Procedural mitigations 

• Perform side scans 

• Pair with metal detectors

M I T I G AT I O N S
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• FBS deployed at nearly 160  
U.S. airports 

• L-3 ProVision (millimeter wave) 

• Automated Threat Recognition 

• TSA testing new X-ray  
backscatter FBS

F U L L  B O D Y  S C A N N E R S :  T O D AY  &  
T O M O R R O W

34I M A G E :  L - 3  C O M M U N I C A T I O N S ,  A M E R I C A N  S C I E N C E  &  E N G I N E E R I N G
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Questions?

More information at 

https://radsec.org
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C O N T R A B A N D  S H I E L D I N G
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E X T E R N A L  P M T  R E C O N S T R U C T I O N
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